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Virtual Al Govermance and
Risk Management Program
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CAID &5 @cfirst | (,Paora

Chief Artificial Intelligence Officer

Al Governance

Establish a customized Al Governance and Risk Management
program, tailored for your organization. The virtual CAIO
program from ecfirst, provides opportunities in the following
areas,

Al Governance Program

2 Establish an Al Governance program Al

Risk Management

> Build a customized Al acceptable use policy
> Develop an Al risk management policy

> Access to aicRP an online, self-paced training . AmmetpIE B
program (Complimentary)

» Tailored presentations to senior leadership and
the Board

> Perform an Al cyber risk assessment based on Bl Scoping
the NIST Al RMF

Al
Plan & Policy

Customized Flat Rate
Fixed Cost Flexible
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Al Risk Management
Assessment

/
/ Aeg B
4 Al Risk Management / Al Risk Management
/ Policy Template / Plan

(©)cfirst (©)cfirst

Al Risk Assessment

A raksha
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.,... defense

CORP

Organization Scoping Policy Assessment Report
Questionnaire Questionnaire Dashboard
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*ISg 4200

/ INTERNATIONAL 1SO/IEC
STANDARD 23894
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INTERNATIONAL ISO/IEC
STANDARD 42001
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Playbook

Home

Al Guidance

\s0 4200,

NIST o) RVE
100-2

NIST Al RMF

Explore the Playbook

Al Guidance NIST Al RMF

23
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Explore the Playbook
Function | Tite Al Actors Topics
Govern ‘GOVERN 1.1 Governance and Oversight Legal and Regulatory ~ Governance Al Actor Training
Govern GOVERN 1.2 Governance and Oversight istics Governance  Validit iabil Safety
Transparency

) G
Govern ‘GOVERN 1.3 Governance and Oversight Risk Tolerance ~ Governance
Govern ‘GOVERN 1.4 Governance and Oversight Risk Management ~ Governance Documentation [AI Cyber Risk PerEEEiOHaI]
Govern ‘GOVERN 1.5 igh ti itori Monitoring ~ Governance ~ Continual Improvement Online | Sself-Paced
Govern GOVERN 1.6 Governance and Oversight Risk Management  Governance Data Documentation
Govern GOVERN 1.7 Al Deployment  Operation and Monitoring Decommission  Governance.
Govern GOVERN 2.1 Governance and Oversight Governance  Risk Culture.
Govern ‘GOVERN 2.2 Governance and Oversight Governance
Govern ‘GOVERN 2.3 Governance and Oversight Governance  Ris

Previous 1 2 3 4 L 8 Next
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a|CRP

AI Cyber Risk ProfESS|Dnal

Online | Sself-Paced

weduis

What's in it for you?

% Review valued Al framwork resources

> NIST Al RMF > Colorado
> 1S0 42001 > Texas
> New York > Utah

¢ Understand EU Al Act requirements and risk
classifications

¢ Step through a sample Al risk management policy

¢ Identify Al cyber defense controls

¢ Determine key phases for an enterprise
Al risk assessment
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The Industry's First Al Cyber Risk
Management Training Program | &
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Al Exam Specifications

Multiple
Choice

Types of Questions

&0

# of Questions

&0

Minutes

Exam Duration

75%

Passing Score

Digital Badge

ecfirst also offers a Digital Badge with your
certification. There is no fee for this service
and acceptance is totally up to you.
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Al Governance Sseif-Study
1
Executive Bootcamp | O iie

@cfirst @ Pabrai

&

Practitioner-focused Al governance program for business, compliance, risk, and technology leaders.

Technology Al RMF, International Organization for Standardization ISO/IEC 42001, and the European Union Al Act.

T Covers Al governance frameworks, ethics, risk management, and regulatory obligations including National Institute of Standards and
<

< Includes practical governance implementation, policy development, and knowledge-check assessments throughout the program.

[Program Outline ] ————————————— -

Al
Strategy

Al
Acceptable
Use Policy

Getting
Started

Outline

Al & I1SO 42001

[Exam Specifications ]-

Number of
Questions

30

Types of
Questions
Multiple
Choice

Al

Governance
Framework

Length

30

Minutes

5

— [Learning Objectives ]

®

Align Al strategy, governance, and investment
planning with enterprise business objectives

q

Apply Al governance frameworks including
National Institute of Standards and Technology Al
RMF and International Organization for
Standardization ISO/IEC 42001

Classify and manage Al risks under the European
Union Al Act and emerging regulations

4

X

Implement ethical Al principles, governance
controls, and responsible Al deployment practices

Develop Al governance artifacts including Al
policies, governance committees, and executive
reporting mechanisms
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N —[Intended Audience ]

A

I

C-Suite executives, board members, and Al
governance leaders responsible for enterprise Al
oversight and strategy.

p—-——q

Risk, compliance, legal, security, and privacy
professionals managing Al risk, governance, and
regulatory obligations.

P—a

Technology, data, operations, HR, finance, and
public sector leaders overseeing Al development,
N deployment, and high-risk Al use cases.

|

| H Domain Exam Weight
! Module 1 Al Strategy [10%)

: Module 2 Al Risk D

I Module 3 Al Governance Framework @

1 Module 4 NIST Al RMF [(Es% 3

' Module 5 | Al&ISO 42001 (1590

! Module 6 Getting Started @

: Case Study Al Acceptable Use Policy @

'
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References ©)cfirst | P=bra
1} T
Delivers the latest insights, Excellent Al content and
including Al NIST RMF 100-1. resources.
7 1}
(1] (1] (1]
Fantastic Honest,
Excellent training & training with novel
highly effective. actionable items insights on
and resources. Al disruption.
1} ] 1} 1} )
ki
Highly effective training with a (L
strong overview of organizational Well-organized content.
needs and Al risk management .
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